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What is performance?
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What is performance?
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Performance-Sensitive Operations
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Defining Metrics

b RIS HE:

. THi‘l‘EH‘J—WﬁE’@%i‘I‘ﬁFEE@%ﬁE
- EERN, —BERN—SFMEENEN
- F E)‘(H‘J—’%’LW?H?&IDE‘JE B X EX

Copyright 2009 Adobe Systems Incorporated. All rights reserved. Adobe confidential.




An Example
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« A—N100MBR/NIE N RIS SR
- BREEFBRVFRAPEGE

iz

« BHH 3 (bytes/msec)
- [A7F 4 F(bytes)

= Nia Rz R (8] (msec)

Copyright 2009 Adobe Systems Incorporated. All rights reserved. Adobe confidential.




Taking Measurements

HEHEHE:

= start_msec = new Date().time
= filter();

= end_msec = new Date().time

= rate =imageSize_bytes / (end_msec - start_msec)
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Taking Measurements
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Taking Measurements
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Optimization Process
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Using Test Applications

EIER5ER B iR ZANIR 2 A—ETE
- R NMARERRERUEWIER

- MNRAMKXEBSEAFEWII

» RIUENIX TRM TR A

- RFEEHRUTETHIN A




Demonstration
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Chunking Work—Pseudocode

var timer:Timer = new Timer( 1, 1 );

var start:Number = new Date().time;
while( workRemaining ) {
doWork();
var now:Number = new Date().time();
if(( now - start ) > TIME_LIMIT ) {
if( workRemaining )

timer.start();

break;
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Optimization is a Process

REHES A ATREM TEHEITINE
- FIEEFIRESBEETRNEERERIRESER
- AP MAERE

fL1E "I REH R RIEI/E A
- (RREEESMHRIRER LT TEN

4L mTRE SRR

- JRIFARRE RN A AEE S E NALE

- EERAARRHIX R £ RO EE AT ge 3 At 1RO A
- LT




Examples of news affecting the game

Flash Player 5| APixel Bender, 3DZH,FLhaE, X LRI gei F N AR T4 BE
Pixel Bender:
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Some resources

Oliver Goldman's blog:

http://blogs.adobe.com/simplicity/

Andrew Trice's 10 Tips for Flex Application Performance:

http://www.insideria.com/2009/09/10-tips-for-flex-application-p.html

Arno Gourdol's Writing well-behaved, efficient, AIR applications:

http://arno.org/arnotify/2009/05/writing-well-behaved-efficient-air-applications/
About Pixel Bender (Tinic Uro’s blog):
http://www.kaourantin.net/2008/05/adobe-pixel-bender-in-flash-player-10.html

Examples of using Pixel Bender in Flex (also applied on sounds; Miti's blog):

http://miti.pricope.com/2008/11/10/playing-with-pixel-bender/

Sean Christmann’s Optimizing Adobe AIR for Code Execution, Memory, and Rendering:

http://tv.adobe.com/#vi+f15384v1018

http://www.craftymind.com/2008/11/20/max-2008-session-material/
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Outline
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What is AIR
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Why security is so important?
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Application signing
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Application signing
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Application signed with a trusted certificate

Application Install

Are you sure you want to install this
application to your computer?

Publisher: Adobe Systems Incorporated
Application: Adobe Wave

Cancel Install

Installing applications may present a security risk to you and your
computer. Install only from sources that you trust.

@ Publisher Identity: VERIFIED
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Application signed with self generated certificate

~ Application Install
Are you sure you want to install this
application to your computer?

Publisher: UNKNOWN
Application:  Moderator

Cancel Install

Installing applications may present a security risk to you and your
computer. Install only from sources that you trust.

@ Publisher Identity: UNKNOWN
The publisher of this application cannot be determined.

@ System Access: UNRESTRICTED
This application may access your file system and the internet,

which may put your computer at risk.
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Workflows for signing an application
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Migrate your app from one certificate to another

'ﬂ]_' ﬂyaﬁﬁ %E_'LLIE M— IEQZﬁTE’ﬂ_ﬂE Eﬁﬁ_/\%ﬁﬂ’]&zlﬁ %
HIHHZ B ARBEROEHT:

1. NRAFERFHNRITEE A
2. {FFAADTIE, BEEEmSEEZE —1THIBRIUEZ AR .aird

Kb REEDS:
F—1TREHERIIEZTRABEIZACARITHAES A2 L
— P ELETZEE RN —

ZEAMERAUITREIRERRKNRAEHRTIE




More on signing an application
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Application Identity
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Updating AIR applications
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Updating AIR apps with Update Framework
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Updating AIR apps with Update Framework
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Updating AIR apps with Update Framework

{fRAI LAY A PR R — R BT IR R RIS A & A

Il Updating: air_updater

Update available

[:'G An updated version of the application is available for dovnload.

Application: air_updater
Installed Version: 2.6
Update Version: 2.7

Download now Download later

v Release notes

This version has fixes for the following know issues:

*First issue

*Second issue
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Storing data locally
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Storing data locally
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Encrypted Local Store

MEARMIFE, RE—RIILTEIIEE:

- AIR{EEFDPAPIZEWindows_L, KeyChain$ARt 55 EMac OS LR X BB N
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- BABRT, BIEHER LZMEID, REEBHEINAERE, BL A
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EncryptedLocalStore.setltem(key:String, data:ByteArray, stronglybound:Boolean)




Encrypted Local Databases

- SQLiteTF EB M EIEER— T HIIXYE, FEXTXEZHEINE

« (RER—M6F T K E RKey 30025 7042 25 5043 B2 304
- A LU#E FASHA2-256 3 4 RitKey, i@idas3corelibEEHHY

YR T QBRE AN, B GRS AN, EE R —
‘m

sqlConnection = new SQLConnection();

sqlConnection .open(reference:Object = null, openMode:String = "create”,
autoCompact:Boolean = false, pageSize:int = 1024, encryptionKey:ByteArray = null):
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Encrypted Local Databases
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Encrypted Local Databases
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A2 ehiE, MNEeMAEERFERBINRELEIT
1. NBAZR £ FEApplication sandbox — 11 0] B XA AIYAIR APIs(read/write
OS files...).
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More on SandBoxes

(REEBE—TIEAHZEVREIEINZEEAT, NEAREBRTIET—
B

{& FHsandboxRoot ¥lldocumentRoot
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Communicate between Sandboxes

{RBew%{E FASandboxBridge APIZE B4~ 5 (B @ .
FRI#IEE G X, BERUSREMNEX, MARXNZRSIAH, XELXRSFEA5IAME

R eRSEERARNAIENALFE
deleteConfigFile() ﬁ*é?deleteFlle(ﬁleToDelete-String)

REBEEFMAINE S, ERAEBIISandboxBridge REBENI T /AP EEBE S — ln i L
IRFEERID
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Imported vs. Sandboxed

{RA] LU ER AT 04T 3044 (SWF, HTML/JS) :
1. Sandboxed: REBEEB B ER;

1. HTML: <frame>, <iframe>, <img> tags

2. SWEF: Loader.load(), SWFLoader

2. Imported: i&fTloaderf; faFNloaderfIIRAANER
1. HTML/JS: eval(), innerHTML, <script>
2. Loader.loadBytes(), HTMLLoader.loadString()

LIRS A—TNERLLIB BN AL FERT, RLA XN ANBIEF T AIR APIEY
77 [E] X FR

Copyright 2009 Adobe Systems Incorporated. All rights reserved. Adobe confidential.




AIR Prevents Accidental Importing

{REETSIZER B] Fh4T 3 {4 You can load executable content (SWF, HTML/JS) :

« FZEHTMLH, In HTML, eval() 2 1E#Y.
= ffonloadd], M 1&EMR{EIER
« fEonLoadfg, I REERF=E KD
- [Rifleval)IFEFERIISON, B2 — EREIE 2 AU £ R .

= Loader.loadBytes() fIHTMLLoader.loadString() Fe Z 1L

= LoaderContext.allowLoadBytesCodeExecution (R BEZAIR)

= HTMLLoader.allowLoadStringInAppSandbox (NEW in AIR 1.5!1)
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Verify Imports

TS AINAREDFHEN, MMZRIESAMKEZREEZMRD
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WHR: A ERINE ZSITRY FISDKAY X FFEEsS R AR I E
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Data Validation

RISIRBH L EME L, (R EFAREH, REWIFHIE FELIETLE
& Fim

(& AFlextx 3 1ZEH, Flash#ixIe1ZEH (Google Code Project)
SQL ;F A B EHIELASQLitet, {3 Fprepare A ER

S H:
employees.text = "SELECT FROM employees WHERE employeelD =" + remotedata.ID;

employees.execute();

employees.text = "SELECT FROM employees WHERE employeelD = :emplID";

employees.parameters[":empID"] = remotedata.ID;

employees.execute();
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Articles

http://ddj.com/web-development/210004209

http://www.adobe.com/devnet/air/ajax/articles/blackbooksafe anatomy.html

http://www.adobe.com/devnet/air/articles/air update framework.html

http://www.adobe.com/devnet/air/articles/introduction to air security.html

http://www.adobe.com/devnet/flashplayer/articles/secure swf apps print.html

http://onair.adobe.com/blogs/videos/2008/06/23/ethan-malasky-developing-secure-air-

applications/

http://weblogs.macromedia.com/emalasky/archives/2008/04/remote plugins.html

http://www.adobe.com/devnet/air/flex/quickstart/xml signatures.html
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